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2018 2022 2025

GDPR

ISO 27001:2022 EU Al Act

Services 2024 2024 2025 2025
Spending Growth(%) Spending Growth(%)

Cloud 172,449 20.6 211,589 22.7
PaaS

Cloud 247,203 20.0 295,083 19.4
SaaS

Cloud 3,062 13.1 3,437 12.3
DaaS

Cloud 180,044 25.6 232,391 29.1
laaS

Total
Market

675,433

20.4

824,763

221

(Millions of U.S. Dollars)

Z X : Gartner (May. 2024) Worldwide Public Cloud Services End-User Spending Forecast
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sackup
Automated backups Earliest restorable time Latest restore time
Enabled (7 Days) February 13, 2025, 16:11 (UTC+09:00) February 21, 2025, 00:44 (UTC+09:00)
Copy tags to snapshots Backup window
Enabled 07:00-07:30 UTC (GMT)
Backtrack
Backtrack window
Disabled
Snapshots (7)
[ Q Filter by snapshots ]

O Snapshot name A Snapshot creation time

a

Tables (11)

| Any tag key

{ Q Find tables

O O O f\vm(ﬁ

L L L ||
®

February 14, 2025, 16:10 (UTC+09:00)
Interested % @ (e
Overview Indexes Monitor Global tables Backups Exports and streams Permissions Additional se

Point-in-time recovery (PITR) i

Point-in-time recovery provides continuous backups of your DynamoDB data for up to 35 days to help you protect against accidental write or delete oper:
Amazon DynamoDB pricing [

Status Backup recovery period Earliest restore point Latest
®@on 35 days January 17, 2025, 00:07:19 (UTC+09:00) Febru:
Backups (1) e @ View details Restore Copy
[ Q. Find backups by ARN or nome )

a Name v Status v | Creation... ¥ | ARN v Size v Type

0O @ Available February 2... 526.3 gigabytes AWS_BACKUP

A AWSOI T8t |2 W8S siaotn 2S04 2 32 3
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10 echo "Checking RDS Clusters Backup Status"
11 for CLUSTER_ID in "${RDS_CLUSTER_IDS[@]}"; do

12 echo "RDS Cluster: $CLUSTER_ID"

13 aws rds describe-db-clusters --db-cluster-identifier "$CLUSTER_ID" --region us-west-1 | jq '.DBClusters[0] | {Identifier: .DBClusterIdentifier, BackupRetent
14 echo " -

15  done

16

17  # DynamoDB Tables Continuous Backup Status
18  echo "Checking DynamoDB Tables Continuous Backup Status"
19 for TABLE_NAME in “${DYNAMODB_TABLE_NAMES[@]}"; do

20 echo "DynamoDB Table: $TABLE_NAME"

21 aws dynamodb describe-continuous-backups --table-name “$TABLE_NAME" --region us-west-1 | jq '.ContinuousBackupsDescription | {Status: .ContinuousBackupsStat
22 echo " "

o check_db_backup.sh
24 — — .

> sudo sh check_db_backup.sh
Password:
Checking RDS Clusters Backup Status

RDS Cluster: (N

: "2025-02-13T07:11:14.592000+00: 00",
"2025-02-20T15:54:30.988000+00:00"

Checking DynamoDB Tables Continuous Backup Status

DynamoDB Table: (D

{
"ENABLED"
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Database Cloud Platform Cloud Configuration Finding Rule

E aws Amazon Web Services () RDS Cluster automa.. ~ RDS-029

Slack

Cloud Configuration Rule Editor (E Howtow

Rule RDS Cluster automated backups should ...
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; @ Messages () Addcanvas 53 Workflows  + Tryatemplate ()
= E—— Tody -
A AAMMS £ g
Phase 02<> —aa E =/ }é' =2 O ol—l. ‘51 Check the backup configuration status of the main Azar DBs.
II- % §I' 6 DB Name:
; Cloud Configuration Finding:
RDS Cluster automated backups are disabled or do not have an adequate retention period
= 9
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1. Compliance Engineering

¢« Operations vs. Engineering

Compliance Engineering

#2 Shift Your Mindset

| Get hands-on with the anything

7 With Al It’s Easier Than Ever




2. Cutting edge Tech

L L L
Infrastructure Dev Culture Support Integration
Cloud / Container Orchestration / laC Git workflow / DevOps / CI/CD SaaS & APl / Supply chain

Dev Ops
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3. Integration Tool

Cloud Security Posture Management F
W -
SaaS Security Posture Management

Third-Party Management

SRR\
ISO
NS

* X %
* *
27001 * GDPR *

* *
* 5 *

Governance, Risk and Compliance

30
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GRC(Governance, Risk & Compliance) Tool Cloud Security Posture Management (CSPM)
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‘Meaningful
Conversations

Azar Badge

azar

*Models Depicted
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Multi Cloud SaaS/

aws DLP
M DM WAF

_‘ CSPM
SIEM
Etc.

Security Tool
Tool

45 HARBOR it oure

LM GitHub
M

(1) Check Image Exists T Fetch values.yaml

Step 2: Build ’

Step 1: Trigger

) Trigger
_lrigger | (3) Build
Spinnaker Jenkms *

Jenkins Worker

(4) Upload Image

Apply the YAML!
—_—
Continue Spinnaker

(EC2) Step 3: Make YAML Step 4: Deploy
Vovait G

(2) Fetch Deploy Key and Clone Source

£ X: ol0|HHY E Tech Blog, Kubernetesl Microservice HIZolJ| 18 - 22 £ HOZ HIXZ AMAE
=]
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— Manual Review
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Automate work
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-EE_ Related Compliance Controls

ISO 27001

A.7.7 Clear desk and clear screen -

= XN A S SO X4 S-S
A.7.10 Storage media > Add control
=, 0Hah, JIF 2 ¢, g nt S “’
’ Sy _ =< © ) S < A.8.13 Information backup - Add control
—g E 1 % % A.8.20 Networks security > Add control

Jor O

oo JA
10
HU
!
v
ol

|_ SOXITGC
B.01 Backup Configurations -

CONTROL EVIDENCE READINESS OWNER

Backup Configurations
Financial data is backed up on a regular cadence. Issues and O 2/2 Curtis (Changhyun) Park N

UA o 04 j I 'l— E A—I g %_I E—” O | E 6|- E failures are monitored and remediated. TaSk Manual

1. Description

To efficiently manage the increasing workload and unnecessary processes caused by the distributed ownership and content of various security check items required

. A -
U I' /\ I O | ] I' a' o I- A O I — | I. by security-related compliance, we aim to streamline regular operations by creating a unified template that brings these elements together in a more structured and
O T — E — = | L E

9
1
ﬁ_i
fob
¥ 110
=
=
i
Jn
0x
2
[UE!
0
ir

effective manner.

We manage and operate the security check items listed in the table below.
Each inspection item page includes and maintains records of the inspection cycle, target scope, inspection criteria and methods, responsible personnel, and

response procedures in case any anomalies are detected.

The results of each inspection item must be documented in the Monthly Security Review Report and submitted for reporting and approval by the CISO.

2.Operation Process

1. Using the Slack Workflow feature, an integrated security check notification bot sends a reminder message every third Tuesday of the month at 11:00 AM to
, mentioning the responsible personnel for each check item and requesting them to perform the inspection.

36
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[ 05. HHRIFEHEAIALY Ha7|S B

[ 08. perm-gitops &t & HA

[ 09. ZPA Connector subnet H#

E8 Table

ISMS SHIEs

2.10.1 HOM|AH 2
29521 % ¥ar|2

29523 YL FEI|E

2.9.34

29520 U ML=

2.5.3 AI8%} 21E

2.6.2 HEHAA” H2

AWS EC2 Inst...
AWS RDS Inst...
AWS RDS Inst...
AWS RDS Inst...
AWS Dynamo...

AWS Dynamo...

i
plel
Jr
4
B
o

REIES

Security Compliance Team

IT Team GA Team

IT Team

Security Engineering Team
IT Team

Security Compliance Team
SRE Team

Security Compliance Team
Security Compliance Team

Security Compliance Team

e e
A | R

e e
Y | R

3

SRE Team

SRE Team

SRE Team

SRE Team

SRE Team

SRE Team
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Guide to Branch Protection Rules

Required Checks

v Require pull request review before merging : at least 1 review

e Enforces that all changes to the branch are submitted via pull requests and must be
approved through code review before merging.

'm _pull_request_revicws:
“httpsi//gat.dev.hpcnt.com/api/v3/ repos /i
dismiss_stale_reviews: true

require_code_owner_reviews: false

] required_approving_review_count: 1 ]

v Dismiss stale pull request approvals when new commits are pushed : on

e Determines whether existing pull request approvals should be dismissed when new
commits are added.

v 1equ1red_nu\l request_rewisws:

/api/v3/reposh

v Require status checks to pass before merging : on

e Merges into a branch with this protection rule must pass all required status checks.
You can configure it to automatically verify whether the commits meet specific test
requirements before being merged.

[ ~hiipsiligit . dey. hacat. con/api /v ces

url: “https://git.dev. hpent . con/api/v3/ repos/t
checks: 3]

v Do not allow bypassing the above settings : on

e Ensures that the Branch Protection Rules also apply to users with admin permissions.[

w enforce_admins:

v url: “https://git.dev.hocol. con/TEREg

[enaties: e |

38
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1 ‘ Monthly Securlty Review Notice Bot
Monthly Security Review Notice Bot

Start the workflow...
v =
v =
V =

(@  starts tomorrow at 11:00 AM and repeats monthly on the third Tuesday

Then, do these things

Would you like to create the page for
April 2025?

Q  1.Send amessage to @ private_security_it

Monthly Security Review Notice Bot WoRKrLow
[Request for Monthly Security Review]
Hi. Al

Yes

nd complete the security check items you are currently

Thank you as al

al
o Firewall Security Rule Drive

+ Add Step

| erecr—
| e ——————
e

- o TTn—

| e
e

B ——

S —————
- e ———————————
ey
"'t ———
et

This is a reminder that it s time to perform the Monthly Integrated Security

d on the period from the 1st to the end of last month.
ompleted, kindly update the status to Completed by the

Never published [ELERUN -+

2
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@ Messages [ J Addcanvas 53 Files

€

B9 Bookmarks + Try a template

5 i Monday, January 6th ~
changes.require_code_owner_review.from pushed at

repository name user

changes.pull_request_reviews_enforceme
nt_level.from

DevOps Webhook Service #4## 9:15 am
Github Branch Rule Alert - edited @security-gre Alert Link

user changes.require_code_owner_review.from

changes.required_status_checks_enforcem pushed at
ent_level.from
action
repository name
changes.dismiss_stale_reviews_on_push.fr
branch name om

changes.pull_request_reviews_enforceme
nt_level.from

DevOps Webhook Service APF 1135 av
hpcnt-okta Admin Alert - Grant user privilege @security-gre Alert Link

Actor: Target:

Privilege Granted: Event Time:

Role: Target Resource:
= N/A

Result: Severity:

SUCCESS INFO

a 3replies Last reply 1 month ago

1. Y98 HorHy

Office 12F HZA0[

Office 20F HZ0|3

Office 12F MHE ...

Office 20F MHE ...

3. HEXFEONA Eet...

Status Check Dashboard

20259 048

) 20254 04

20259 04

20259 048

20259 048

[ R B I B O R

D @

7 R I R I R R

20259 048
20254 048
20259 048

20259 048

) 2025d 048

20259 048
2025 048
20259 048
20254 048
2025 048
2025 04

20259 04

o AlxtE

® A A

o AE A

® AEH

CRAEE:!

o A A
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“ Yohan.K (Yohan) Kim 10:30 Am
. I'm currently reviewing the backup status of key Azar databases, and it seems that the backup for the G
Could you please check and confirm?

Screenshot 2024-0

9 at 4.37.22 PM.png ¥

oin X 3 | e e [N

) &

. v e v

lé] 1 &

2 replies

1 Aug 29t

, 2024 at PM
Should | only enable backups for these tables?
Yohan.K (Yohan) Kim 10:45 AMm
ﬂ Based on the target scope you provided, since it involves all data in the DynamoDB tables,
please enable backups for any tables where it is currently disabled.
From what | can see in the backup menu, the ¢

image.png ¥

Ll > CTTRY

tables do not have backups enabled.

=2 might be turned off.
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DevOps Webhook Service APP 9:51 AM

' @Yohan.K (Yohan).Kim
The Monthly Security Review Report is ready for your approval.
Please click the button below to review and proceed..

View Report

HYPER CONNECT
Monthly Security Review Report

Mar, 2025

Security Compliance Team

220l & A2 E HUI0IE

Documents

Monthly Security Review Report #custom

* Google Drive Monthly Security Review Report
» Notion Monthly Security Review

se Security Compliance... < Renewal not required

Evidence Tasks (0) Controls (2)  Audits  Notes

Renewal not required
Latest version

Completed by Yohan.K (Yohan) Kim on Apr 1, 2025

——— S8 2t HoPHH B1A_20250328.pdf
Effective on Mar 28, 2025 « PDF « Added by Yohan.K (Yohan) Kim

7 Need to edit or renew these files? Copy files to a new draft

Approval

Hide approval

+ New draft
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Policy as Code with ComplOps

MkDocs 2 HH

python3 legal_mapping_checker_llama.py Hyperconnect Security Q search Q) yohan-k/project-security-rul..

EME AFFLL...

Hyperconnect Security Table of contents
et g E‘ ?1. = [-‘ E" ! Home H O m e Introduce Hyperconnect Security!
: output/1lama_analysis_result.md Policy N Role and Responsibility
4?—17 zd Standard > 4 M h Philosophy
Procedure > N § 4 Gr%tﬁp

HYPERCONNECT®

Hyperconnect Information Security Department:=
Security Engineering Team2} Security Compliance
Team2Z FRE|X|2 2E YHES YR0|M |7|%e2

of FHS SlA gl O HSE 9IBt MSCUNE XAINOR, HEEAD s
: 918 (no need for improvement or supplementation) HYBFILICL 22l slolmHYES| YRESe} HE

=}

o

Reasoni £ MRAX|0] - L2 HE LYEt £ U= =t |
95t7{Lt RFCHLIC G{20{ 2E Hyperconnector7t

The policy aims to manage and protect backup data from cyber attacks, which is a key aspect of information security as defined in the Information LIS BHHES SES A58 A Q=2 ofFL} ToI3

Communications Act Article 17. 12 HEES $ES FHY 4 UCS KL DS}

Please note that this analysis is based on my expertise as an IT law expert, but it's not intended to be a formal legal opinion.

Role and Responsibility

sor WA A3}
® As a cybersecurity expert and compliance auditor, I'll analyze the section "H2Z (X8#%)" of the company's internal policy document on backup « Security Engineering Team

management procedure.
« SlO|HAHHUET} 32 ZHO|LL &

Based on the relevant laws and regulations provided, here is my assessment: N ol5t D olm=

TR = 7| 2lFt 2= PRE
olgi H&W H26X (Information Protection Act Article 26) T IS A Crkst 7|2 Hot &t
: The policy states that it applies to company internal information processing systems, which is in line with the Personal Information Protection « Security Compliance Team

Act's requirement for companies to implement measures to protect personal information processed within their systems.

4. 7Hd/2et Al (CHR): None required. . SO|THUEN XMEE|= M

This section aligns with Article 26 of the Personal Information Protection Act, which requires companies to take measures to prevent unauthorized access, Q. 3|Ate| MEMHOl HEHES Z2|H|A|

tampering, or loss of personal information processed within their systems. By applying this policy to company internal information processing systems, the oa1= A5 AP|Y| 93] e BE
2315 &4 o e &
=2k 4 Flall B2

company is demonstrating compliance with this aspect of the law.
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Policy as Code with ComplOps
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Security Compliance Audit with AWS Steampipe + D ..

You are a staff cloud security engineer working at a S&P 500 company, and about to have a security compliance audit. Please respond following question.
You can use our company's Steampipe MCP Server. If you need Table specification, you can use AWS Steampipe Table Specification MCP Server, which is a
filesystem wrapper containing guide document for AWS Steampipe Tables.

You can query all account with aws_all.[table], but if you want to query account by account, these are the list of accounts in steampipe.

Question:

Can you review our backup policies for managed databases? Please list up rds databases and relevant backup policies for them.
Our policy specifies that any database instances needs at least 7 days of automated backup.

& Thought for 3 seconds

I'll review your RDS database backup policies to ensure compliance with the 7-day minimum backup retention requirement.
> Called MCP tool query ./
Let me count the instances that are non-compliant with our backup policy:

v Called MCP tool query /
1

"sql": "SELECT \n count(x) as total_rds_instances,\n SUM(CASE WHEN backup_retention_period < 7 THEN 1 ELSE @ END)
}

Result:

C
{

"total_rds_instances": "150",

"non_compliant_instances": "17",

"non_compliance_percentage": "11.33"
1

RDS Backup Policy Compliance Review

I've reviewed all RDS database instances across your AWS accounts to assess compliance with your 7-day minimum backup retention policy.

Summary:

* Total RDS instances: 150
* Non-compliant instances: 17 (11.33%)
* Compliant instances: 133 (88.67%)

X

83 XAl

(AWS RDSS| 4| & 2
HAGITEE XIAl)

2. &

(Steampipe QueryS 0| 6104

SEINE)

3.2 R

(8Xl RDS & R4 SH/NISH
Z 1})






https://docs.google.com/file/d/1Y8mchABxwi5acFqS_pr7nFIqCfVNdVcR/preview
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